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Introduction
DUS Management is committed first and foremost to the safety and well-being of all staff, tenants, and
visitors at 35 East Wacker. The Tenant Emergency Preparedness and Response Guide has been developed
and implemented to provide guidelines to mitigate the consequences of an incident. DUS Management
will maintain the plan in accordance with The City of Chicago’s Charter 13-78 High Rise Buildings –
Emergency Procedures and work proactively with local agencies to be a leader in commercial real estate
emergency preparedness.
1) The development of this preparedness guide and the training and conducting of fire exit drills is
mandated by Chicago High Rise Fire Code.
2) The plan is designed not only to meet local code high-rise fire requirements, but is also meant to
be a comprehensive emergency planning and preparedness tool, addressing preparedness and
training in the areas of fire evacuation, fire safety and non-fire emergency incidents.
3) Tenants are encouraged to register with the City of Chicago Alert Systems. This site will guide you
through the necessary steps to be prepared for any emergency event, natural or otherwise.
https://www.chicago.gov/city/en/depts/oem/provdrs/alertchicago/svcs/notifychicago.html
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Guide Overview
Emergency Action Steps
Emergency: For the purpose of this plan, an emergency is defined as any unplanned event that causes or
has the ability to cause death or significant injuries to 35 East Wacker tenants, employees, contractors,
and visitors or that can disrupt the operations or cause physical and/or environmental damages to the
building and/or surrounding neighborhood.
When there is a hazard within a building such as a fire or chemical spill, tenants within the building should
be evacuated or relocated to safety. Other incidents such as a bomb threat or receipt of a suspicious
package may also require evacuation. If a tornado warning is broadcast, everyone should be moved to the
strongest part of the building and away from exterior glass. If a transportation accident on a nearby
highway results in the release of a chemical cloud, the fire department may warn to “shelter-in-place.” To
protect employees from an act of violence, “lockdown” may be broadcast and everyone should hide or
barricade themselves from the perpetrator.
Response actions for life safety include:
1) Evacuation
2) Relocation
3) Shelter-In-Place
4) Lockdown
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Evacuation
In the event of a high-rise fire, an evacuation can mean moving to a safe location or exiting the
building, but in many situations you may be safer staying in place. If the fire is confined to one
floor, you may be instructed to move to a few floors below the fire. A full building evacuation will
take place only if instructed by the fire department. When executing an emergency evacuation
plan, it is important to remain CALM. However, if you are several floors away from the fire and
are on a safe floor, you may be asked to stay where you are at. Practicing these important safety
tips and always remembering Call, Alert, Listen and Move, will help you and building employees
safe.


Call the Fire Department immediately from a safe area.



Alert building management/security/employees after the fire department has been
notified.



Listen for instructions coming from the public address system or a fire alarm.



Move to a safe area, evacuate if you are in immediate danger or stay where you are.

Relocation
In the event of a fire or smoke condition only affecting your floor, or several floors, but not the entire
building, you will be instructed via the public address system by building management or the Chicago Fire
Department to relocate to a lower floor. Only in extreme life threatening situations will the entire building
be evacuated.

Shelter-in-place
A truck crashes on a nearby street releasing a chemical cloud. A large column of black smoke billows into
the air from a fire in a nearby building. If, as part of this event, an explosion, or act of terrorism has
occurred, public emergency officials may order people in the vicinity to “shelter-in-place.” As a tenant,
you should develop a shelter-in-place plan. Everyone will remain sheltered until public officials broadcast
that it is safe to evacuate the building.
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Lockdown
An act of violence in the workplace could occur without warning. If loud “pops” are heard and gunfire is
suspected, every tenant should know to (if safe to do so) exit the space and the building without delay.
If they cannot exit, they should know to hide and remain silent. They should seek refuge in a room, close
and lock the door, and barricade the door if it can be done quickly. They should be trained to hide under
a desk, in the corner of a room and away from the door or windows. Refer to DHS Active Shooter guidelines
in this document. In the event of a major exterior threat the building may be locked down, meaning no
one will be able to entire or leave the building until the threat is cleared.
Priorities During Emergencies
DUS Management priorities during emergencies are:
1)
2)
3)
4)

Preservation of life
Preservation of property
Resumption of communication with tenants and stakeholder
Restoration of operations

DUS Management Role During Emergencies
The properties “Incident Commander” (most senior person who on-duty at the time of the incident) has
the initial responsibility prior to the arrival of responding public agencies (police, fire, paramedics).
Responsibilities include:
1) Implementation of immediate response protocols (i.e. evacuation, relocate, shelter in place)
2) Coordination of Property Staff and Tenants
3) Coordination with responding agencies, upon their arrival
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Emergency Contact Numbers
In the event of a life threatening emergency always call
Then call the Property Management

911
312-726-4260

Medical
Then Notify Office of the Building

911
312-726-4260

Fire
Then Notify Office of the Building

911
312-726-4260

Smell of Smoke

312-726-4260

Security

312-726-4260

Chicago Police non-emergency

312-746-6000

State Police non-emergency

847-294-4400

Poison Control

800-222-1222

Civil Defense

312-744-4752

FBI

312-421-6700

Northwestern Memorial
Emergency Room

312-926-2000
312-926-5188

Rush University Medical Center
Emergency Room

312-942-5000
312-947-0100
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Building Life Safety System
The life safety system consists of a smoke detection system and a building wide communication
system (P.A. system) located in the building lobby. Additionally, red emergency telephones are
located on every fifth floor in the stairwells and communicate directly to the life safety
communication system. The life safety system is monitored by Siemens Building Technologies,
Inc.
Sprinkler System
35 East Wacker has an automatic sprinkler system installed in all the building common and tenant
areas under the guidelines of the City of Chicago High Rise Ordinance.
Smoke Detection System
35 East Wacker has a smoke detection system inside the building electrical closets, elevator risers
and fan units which is designed to locate the source of smoke and alert the life safety system.
The life safety system provides audible and visible alarms alerting Engineering and Security
personnel.
Emergency Power System
35 East Wacker has an emergency riser to supply electrical power to emergency lighting, life
safety panel and the elevators selected in the event of a general power failure. The building has
a dual feed system that is dependent upon Commonwealth Edison as the provider of both feeds.
The communication system and stairwells lights have a battery backup in the event of power
failure.
Communication Systems
Two-way radios provide the capability of communicating instantly between security and building
personnel (management, engineering, maintenance). Two way intercom communications is also
possible between every elevator cab and the Security console 24 hours a day.
The Life Safety Communication System (P.A. system) allows building management or the
Chicago Fire Department on the scene to issue appropriate advice or instruction to any floor,
any group of floors, or the total building.
Additionally, red emergency telephones located in the stairwells communicate directly to the
life safety communication system. These telephones are located on every fifth floor.
LIST LOCATIONS - FLOORS
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Security System
35 East Wacker provides a sophisticated security system that includes building access control,
elevator access control, digital recording, life safety, and alarm detection in various parts of the
building. These systems are monitored at the security console located in the building lobby. The
security console is staffed 24 hours a day every day of the year.
Special Elevator Provisions
The Fire department can operate any elevator during a fire condition. The first firefighters
arriving on the scene would use their firebox key in the key switch provided at the lobby level.
All elevators would immediately cancel existing calls, ignore all future calls and proceed directly
to the lobby level for the exclusive use of the fire department.
Authorized building personnel or the Chicago Fire Department have the ability to direct any
elevator away from a fire floor or place any elevator out of automatic service at any time via the
fire panel. In addition, these elevators could be operated in the manual mode for authorized
personnel. The intercom button activates the two-way communication system. Security or
authorized personnel can communicate directly with passengers inside the elevator from the
Security console. The Security console monitors the elevator system by means of an elevator
panel.
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Tenant Life Safety Team
DUS Management recommends that each tenant establish a team of employee volunteers that
can “take charge” of emergency situations to help themselves and their co-workers get out of
harms-way into a safe environment.
The Life Safety Team may include:


Wardens/ Assistant Floor Wardens



Searcher



Stairwell Monitor



Elevator Monitor



Disabled Person’s Aide

Floor Warden and Assistant Floor Wardens


Assign employees to teams on floors



Are responsible for evacuating their respective floor areas



Maintain up-to-date floor roster and reports to DUS management



Maintain headcount of people remaining on floor

Searchers


Conducts search of the entire floor including offices restrooms, conference rooms,
kitchens, and storerooms



Closes each room that is searched, without locking it



Evacuates non-employees on the floor

Elevator Monitor


Directs personnel to appropriate stairwell and away from elevators



Is familiar with evacuation plan and location of stairwells
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Stairwell Monitor


Is designated at assigned stairwell door and inspects stairwell door for heat or smoke
conditions



Directs people to proper safety floor



Encourages calmness and orderliness



Ensures people do not enter the stairwell with liquids or objects that may cause tripping
hazards

Persons Requiring Special Assistance

*



Keeps list of physically challenged employees



Assists in evacuating physically challenged employees using the “buddy system”

Please complete all “Life Safety Tenant Forms” available on our website under
Downloadable Forms at 35eastwackerdrive.com and return to DUS Management
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Active Shooter
Inside the building: DUS Management adheres to response procedures specified by the
Department of Homeland Security as described in the charts below.
Outside the Building: DUS Management may be required to lock the building and shelter
in place if directed by local authorities.

*DUS Management will call 911. Building Security will provide information to first
responders if safe to do so. For more information please go to: www.dhs.gov
2020 DUS Management, Inc.
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Biological/Chemical Hazards
If you discover a potential biological or chemical hazard follow these steps:
STEP 1
Call 911
Identify:
1) Nature of emergency
2) Address
3) Floor number
4) Location on the floor, if possible
STEP 2
Call DUS Management office at 312-726-4260
Identify:
1) Floor Number
2) Your name
3) Location on the floor, if possible
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Bomb Threats
All bomb threats should be considered dangerous and should be taken seriously. An
evacuation will be ordered only if threat assessment information points to a high
probability that the threat is real or if a suspicious package is located during a search.
Receptionists and administrative assistants should be familiar with the ATF Bomb Threat
checklist (Attached).


Remain calm and take the call seriously, try to get as much information as
possible from the caller



If possible, get someone to call 911 and notify the office of the building



Do not use two-way radios or touch any suspicious objects



Do not discuss the call with anyone else except a supervisor



Follow any instructions from building management, security or Chicago
emergency personnel

Explosion
1) Call 911 and give requested information
2) Call the office of the building at 312-726-4260 with the same information
3) Be prepared for and protect yourself from additional explosions and hazards
4) Wait for instructions from building security
5) If evacuation is necessary, open doors carefully, watch for falling objects, avoid
using telephones
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Suspicious Items


Letters that are unusually bulky or weighty.



Parcels or envelopes with chemical or oily stains.



Parcels or envelopes without a return address.



Parcels or envelopes with foreign postmarks.



Parcels or envelopes that simply do not look or feel ordinary.

Things You Do Not Do
1) Do not handle the item.
2) Do not attempt to open the parcel.
3) Do not place the parcel in water.
4) Do not remove any binding material.
5) Do not pull or cut any material that protrudes.
Telephone Threats (What to do)
Refer to the Bomb Threat Checklist (attached) to assist the person who received the call
in gathering as much information as possible.
Remain calm. Take the caller seriously
1) Write down every word spoken. Ask the caller to repeat the specifics, such as
bomb location and detonation time. Ask for this information if the caller does not
automatically provide it.
2) Keep the caller on the line as long as possible. Ask the caller why he or she has
planted such a device. Inform the caller that the building is fully occupied and that
hundreds of innocent people could be injured if the device is detonated.
3) Listen closely to background sounds. Is there music? Does the call sound like it
is being made from an outside phone booth? Do you hear cars? Trains? Other
vehicles? Any particular noises that would help pinpoint the location of the caller?
2020 DUS Management, Inc.
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4) Note the caller's verbal mannerisms. Do you hear an accent or a speech
impediment? Does the caller use certain colloquial expressions?
5) After the call immediately inform the Office of the Building by telephone or in
person, and then call 911 and inform the Police Department of the bomb threat.
After Threat Is Received
1) Notify Building Management and your floor's Fire Warden. They will coordinate
the following activities while ensuring that all personnel remain calm and do not
spread the word of the threat unless there is a reason to believe the situation is
life threatening.
2) Tenants will eye-search their own spaces, especially noting any new objects or
signs of alterations. All boxes and packages should be familiar to employees in
their work areas.
3) Building maintenance engineers and security officers will search mechanical
spaces, stairwells, and restrooms and assist in the floor search.
4) All occupants will be instructed not to touch any strange boxes or devices, if found.
Please call the Chicago Police at 911 and notify the Office of the Building and the
appropriate individuals within your firm.
5) In case of an evacuation, all occupants will be instructed to turn off all office
equipment and evacuate the floor as instructed by their Fire Warden or
appropriate authorities.
6) In case of total floor evacuation, the Office Manager or person in authority should
report to the building's lobby security console and await instructions from the
police or building management.
7) Upon receiving word from the Police Bomb Squad whether the situation is life
threatening or a false report, building management will make an appropriate
announcement to the individual floors or building via the emergency
communication system.
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Written Threats
All written threats should be presented to your immediate supervisor and the Office of
the Building. Appropriate action will be taken. The person receiving the threat should
save all of the materials, including the envelope or package wrappings. After the threat
is realized, avoid unnecessary handling of the letter or package.
Note: It is normal procedure for the police department to send a patrol officer to take a
report upon initial receipt of a bomb threat. The bomb squad is not normally sent unless
a suspicious object is found.
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Civil Disturbance and Crime
Civil disturbance may occur in a variety of ways. One way is through a demonstration or
protest. Occasionally, you, our tenant, may be the target of a demonstration or another
type of civil disorder. Demonstrations or protests are not always violent in nature. They
are often peaceful expressions of personal views. However, some issues are volatile in
nature. Some organizations are known to plan disruptive acts to further their cause or to
create more media attention.
Call DUS Management at 312-726-4260 to inform them of the situation. They will provide
further instructions. Security will coordinate efforts with the local authorities.
If necessary, evacuation or building lockdown instructions will be communicated over
the building’s Public Address System
Crimes may occur against people or property. If you are the victim or witness of a crime
immediately call 911. Also call DUS Management at 312-726-4260 to inform them of the
incident.

2020 DUS Management, Inc.

Page 17

35 East Wacker Drive
Tenant Emergency Preparedness Guide
________________________________________________________________
Fire Emergency Procedures
Fire







Call 911 and give requested information
Call office of the building at 312-726-4260
Notify the floor warden
When instructed by floor warden or fire department, evacuate via building fire
stairs
If you are disabled, notify your floor warden and wait for help in stairwell
Do not use elevators

If a fire breaks out in your office or if you see a fire:
Call:

Chicago Fire Department
Emergency Number 911

Give:

Building Address (35 East Wacker Drive)
Floor, Room Number and your name

Then:

Call the Office of the Building
312-726-4260

The smell of smoke should be reported to the Office of the Building immediately after
notifying the Fire Department.
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Precautions to be observed:
1) Do not use elevators for evacuation unless instructed to do so by the fire
department; they will determine if the elevators are safe.
2) Do not open a door without first checking to see if it is hot (feel with back if hand).
If it is hot, undoubtedly there will be fire on the other side. Choose another route
of egress.
3) If possible close all doors after the area is clear of people. This helps with
containing fire and smoke.
4) Do not return for personal belongings.
5) When smoke is present, stay low. The cleanest air is closest to the floor.
How to use a fire extinguisher
Remember the word P.A.S.S.
P – Pull the pin without squeezing the handles together
A – Aim at the base of the flames and stand approximately 10 feet away
S – Squeeze the handles together: do not release until fire is completely extinguished.
S – Sweep from edge to edge of the area on fire
*To avoid being trapped, always keep your back to an exit.
The LST Fire Warden should make periodic inspections of the fire extinguishers. The
following should be checked (if an extinguisher is found to be defective, call the Office of
the Building at 312-726-4260.
1) Check the gauge to be sure the unit contains the pressure required to function
effectively. The needle must be within the green area of the gauge.
2) Check the plastic seal around the pin to be sure it is not broken.
3) Check to see that the inspection tag is present and up to date.
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Emergency response for all conditions, except fire:
The Life Safety Team (LST) will be called upon to assist with the safe keeping or
evacuation of a tenant space in various emergencies such as, but not limited to, window
damage, severe weather, flood, bomb threat, or other potentially hazardous and
dangerous conditions.
If an emergency condition arises:
CALL:

The Office of the Building (312) 726-4260

GIVE:

Tenant name, your name, floor number, and telephone number

Should such an emergency arise, the LST will report to assigned posts and await further
instructions via building Public Address System (PA), or organized authority. The LST shall
react in the same manner until relieved by members of the security staff or public agency,
as long as it is safe to do so.
In cases where evacuation is necessary, the LST will make sure there are proper
procedures to follow for the evacuation through the building stairwells, unless otherwise
directed by authorities.
Instructions relative to the regrouping point will be issued. Such as: “All persons please
evacuate the floor via__________stairwell and regroup at______Floor.”
In such situations, follow these steps:
1) Remain calm.
2) Assist handicapped individuals.
3) WALK! Do not run.
4) Take coats, purses, brief cases, etc. with you.
5) Doors to outer offices should be closed.
6) Account for personnel at the regrouping site.
7) Await further instructions.
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Elevator Entrapments
Elevators are one of the safest modes of transportation. However, on occasion, they do
malfunction.
In case of emergency:


Push the emergency bell or pick up the emergency phone to notify security



Follow instructions by security



Security will maintain voice contact until the malfunction is corrected
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Intruder/Suspicious Person
Do not hesitate to report any intruder or suspicious individuals to the Office of the
Building at 312-726-4260. Our Security Personnel will escort them from the building.
When calling the Management Office/Security, please give the following information:
1) Floor and/or suite locations, Tenant name.
2) Give a description of the person(s), and what, if anything, the person is doing.
Confronting a Suspicious Person or Intruder Tips:
1) Simply asking "May I help you?” is often enough to deter a potential intruder.
Office thieves do not want to be confused or identified.
2) Following your own instincts is critical. If there is ever any doubt or you do not
feel right about an individual in your office, hallway, or restroom, immediately call
the Office of the Building at 312-726-4260 and building security personnel will be
dispatched.
3) Solicitation is not permitted in the Building; any individual who enters your office
for this purpose should be reported to the Office of the Building at 312-726-4260.

2020 DUS Management, Inc.

Page 22

35 East Wacker Drive
Tenant Emergency Preparedness Guide
________________________________________________________________
Medical Emergency
Medical Emergency
1) Call 911 and give requested information
2) Call the office of the building [phone number] with the same information
3) A building engineer or security officer will meet the ambulance and escort
paramedics to the scene
4) Avoid unnecessary conversation with, or about, the victim or members of his/her
party
5) After the victim’s needs have been addressed, please remain available to assist
the investigating security officer with pertinent information
Notify the Office of the Building or send someone to the lobby Security desk-we can
help save valuable time!
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Pandemic Preparedness
A viral pandemic is a virus such as influenza or coronavirus (SARS) that spreads on a
worldwide scale and infects a large proportion of the human population. In contrast to
the regular seasonal epidemics of influenza, these pandemics occur irregularly. Viral
pandemics occur when a new strain of the influenza or coronavirus is transmitted to
humans from another animal species. Species that are thought to be important in the
emergence of new human strains are pigs, chickens, bats and ducks. These novel strains
are unaffected by any immunity people may have to older strains of human influenza or
coronavirus and can therefore spread extremely rapidly and infect very large numbers of
people.
According to the World Health Organization (WHO), a pandemic can start when three
conditions have been met:
1) Emergence of a disease new to a population
2) Agents infect humans, causing serious illness
3) Agents spread easily and sustainably among humans
The Office of the Building pandemic planning includes:
1) Communication: We will monitor any pandemic confirmed by the World Health
Organization and provide updates as necessary. In the event of any elevated local
concerns, we will immediately communicate property status and any impact to
building services.
2) Cleaning Services: In addition to our regular cleaning specifications, building
cleaning staff will disinfect common area high traffic touch points including
elevator buttons, hand rails, restroom fixtures and door handles. In the event of
any increase in cleaning staff absenteeism, we may limit requests for additional
cleaning services to ensure we complete disinfecting of touch points and regular
cleaning services. In an effort to reduce transmission of illness, we recommend
that you train and equip your employees to prevent illness including spot cleaning
shared computer and phone equipment and other common touch points in your
leased premises in the event of a pandemic.
3) Critical Access to Building and Leased Premises: In the event of any local
widespread influenza outbreak, direction will be sought from local Public Health
authorities in determining building sanitization requirements, if any. In the
unlikely event that we are instructed by government authorities to close all or part
of the building, we will proceed as directed and notify tenants accordingly.
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Limited access to your leased premises for select individuals may be permitted by
government authorities.
Please identify up to three (3) authorized staff
members that may require limited access to your leased premises in the event
building access is limited. Please submit this information to the Property
Management Office. We will use our list of primary tenant contacts currently on
file should no authorized staff members be provided.
We recommend that tenants implement their own business continuity plans, provide
training and implement policies to limit risk of influenza transmission, and designate an
employee to monitor and communicate local public health announcements to your staff.
Please find below a few links providing general information and guidance regarding
planning and response to influenza:





https://www.cdc.gov/
https://www.cdc.gov/coronavirus/2019-nCoV/index.html
https://www.cdc.gov/flu/pandemic-resources/index.htm
https://www.dph.illinois.gov/covid19/

We encourage you research additional resources including information on local and state
government websites and information available from your health care providers and
health officials.
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Power Failure
1)
2)
3)
4)

Call the office of the building at 312-726-4260
Follow directions from your life safety team
Remain at workstation unless otherwise directed
If total power is lost, the emergency generator will provide emergency lighting
throughout the floors and stairwells

Power failures may happen at any time or place. Isolated failures involving suites or floors
may simply be a blown fuse or breaker board. Major failures involving Commonwealth
Edison may affect the entire building. If you experience a power failure:
1) Notify the Office of the Building at 312-726-4260.
2) Remain calm; wait for information and instructions from building management.
If the entire building experiences a power loss


Building management will contact Com Ed and will obtain information regarding
the power loss.



The information and any instructions will be provided to all tenants via the
buildings' emergency communication system (P.A. System). * The emergency
communication system operates on a battery backup.



If power cannot be restored in a reasonable period of time by Com Ed, building
management may proceed with an evacuation of the building.



An announcement will be made via the building emergency communication
system should an evacuation be deemed necessary. Use only the stairwells and
follow instructions provided.



All occupants will be instructed to turn off all office machines and computers.



Once all occupants have been evacuated; the building may limit or not permit
access. Updates regarding power restoration and/or building access will be
provided by the building to tenant emergency contacts and/or posted on the
building website, www.35eastwackerdrive.com.



Tenants and guests are not to be allowed into the building while power is out
except in an emergency.
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Once power is restored and the building systems have been checked and are
running properly, building management will reopen the building.



In order to provide the Fire Department with accurate information should an
actual power failure occur and evacuation is ordered, it is important that each
tenant provide the Office of the Building with a list of individuals within their firm
requiring assistance. This information will be provided to the Fire Department so
that special evacuation procedures can be followed for these employees.



Lobby retail tenants do not have speakers.
periodically of relevant information.
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Severe Weather
Chicago is in an area prone to severe storms, tornadoes, and high winds. Some major
storms that occur during the spring and summer may produce dangerous conditions.
Upon receiving information of severe weather approaching the Chicago-land area,
Building Management will inform all tenants of the situation using the P.A. system.
In the event of an emergency the following instructions will be given.
1) Move away from all windows.
2) Close all doors with window offices.
3) Stay away from overhead fixtures.
4) Move to the core of the Building, which would be the nearest stairwell.
5) Remain in the stairwell until the "All Clear" is given.
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Workplace Violence
Hostage or Barricade
Violence in the workplace can be caused by a variety of reasons that may not even relate
to the work environment. Sometimes it is carried over from domestic problems.
Sometimes a terminated employee becomes disgruntled. Usually, there is no advance
warning. Violence in the workplace may turn into a hostage or barricade situation.
In a hostage situation, the perpetrator takes captive one or more persons. The individual
may or may not make demands from local authorities. Whereas, a barricade situation
usually does not include hostage taking, but is simply an armed individual barricaded in a
location. It is difficult for the police to get the individual out, even though there are no
hostages.
Building response to such incidents is limited. However, there are actions that can be
taken to help reduce the risk to the people in the area and building personnel.
Sometimes, a tenant who is terminating an employee may request a security officer to be
present at the time of dismissal. The tenant may be concerned that the person being
dismissed may behave violently upon receiving the news. A Security Officer is only to help
keep the situation calm and to escort the individual from the building, if necessary.
What to do:
1) Call the police immediately. They will take control of the situation upon their arrival.
The Property Manager or the Director of Security will meet the police in the lobby of
the building.
2) Notify Building Management at 312-726-4260, and inform us of the type of situation
at hand (i.e. provide physical description of persons involved, names, location).
3) Remain Calm.
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Security Awareness Tips
1) Valuables such as women's purses should never be left unattended, even in areas
where visitors seldom go and especially in the reception area. Never leave a purse
on the floor or underneath the desk or on top of a file cabinet--put them out of
sight.
2) If you go shopping on your lunch hour, do not leave the packages exposed. Place
the packages in a cabinet or drawer.
3) All visitors, including messengers and delivery personnel, should be watched while
on your premises. Escort them to inner office or work areas; do not simply direct
them.
4) Special care should be taken during the times most suited for pilferage--30
minutes just after opening and before closing--when there is maximum movement
from work areas and offices.
5) Investigation of prospective employees' backgrounds may help eliminate
potential threats before loss occurs.
6) Consider changing locks after the discharge of any employees who had keys,
access to keys, or safe combinations. If business keys are lost change the lock. All
re-keying must be done through the Office of the Building for control.
7) Personnel carrying keys to premises should never have any identifying tags on
their key rings, since loss of a key ring would enable a dishonest finder to locate
and use business keys to gain illegal entry.
8) If personnel carrying keys park in garages that require leaving keys in the auto
ignition, they should leave only the car keys. Duplicates can readily be made from
other keys.
9) Never leave the reception area unattended with the door unlocked. Extra care
should be taken regarding small items such as radios, pocket calculators, pens,
and desk ornaments.
10) Checkbooks and other valuable corporate property should be kept under lock and
key when not in use.
11) Avoid giving keys to outsiders for special deliveries or for early/late arrival.
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12) Serial numbers of all important corporate items should be recorded to aid police
in recovering property in the event of loss or theft.
13) Immediately report to the building management any strangers, loitering in the
building.
14) If any equipment or valuables are lost, report it to the police, your insurance
company, and the building security department.
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